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Presenter Notes
Presentation Notes
Data leakage is a real and an ever-present threat for all financial institutions. All businesses have sensitive information which should never leave the confines of their private network. Data Loss Prevention (DLP), also known as Data Leakage Prevention, allows you to prevent sensitive data from leaving your network. This session will dive into how DLP is best deployed to capture and protect sensitive data from unwittingly or maliciously leaving your institution’s network.


What we'’ll cover

» Today's Threat Landscape
« What is DLP

* DLP Best Practices

» Key Takeaways
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Today’'s Threat Landscape

Sophisticated Threats Geopolitical Conflict Complex Environments
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Presenter Notes
Presentation Notes
Log4J
A zero-day exploits is a vulnerability in a system or device that has been disclosed but is not yet patched. 
An exploit that attacks a zero-day vulnerability is called a zero-day exploit
March 2021 - several vulnerabilities in Microsoft Exchange Server have allowed adversaries to access email accounts, exfiltrate data, move laterally in victim environments, and install additional accesses and malware to allow long-term access to victim networks. 
There were zero days for the Microsoft to implement a fix for the vulnerability before it was used in the attack.
Hacked - 100,000s of Worldwide, 30,000 US.
If your organization runs an OWA server exposed to the internet, assume compromise between 02/26-03/03
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To recover your files, send $750,000 worth of Bitcoins to the
following Address:
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Presenter Notes
Presentation Notes
94% of malware is delivered via email
80% of reported security incidents stem from phishing
2.1 million: the number of phishing sites (mimicking real sites) reported in a January 2021 Google report
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Sanction Implications for US Financial Institutions

Global cyber threat level was raised to ELEVATED.

Overall cyber hygiene is the best protection.

|s your institution:

» Preparing now for a potential cyber-attack?

» Validating that your third-party service providers are
meeting your information security standards?

O FS-ISAC Executive Risk Report

18 March 2022 | EP- 02 - 2022
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Presenter Notes
Presentation Notes
3/18/22 - FS-ISAC Executive Risk Report re: Sanctions implications for US FIs.  Recommended Distribution: CEOs, Chief Compliance Officers, CISOs

ELEVATED threat level means there is a heightened level of cyber risk. Overall cyber hygiene is the best protection.
During a recent FS-ISAC Spotlight Call regarding cyber-preparedness against the backdrop of the Russo-Ukraine (RU/UKR) conflict, attendees said 
“there is a significant degree of uncertainty by financial institutions on whether they are indeed prepared to handle a Russian cyber-attack.” 

 Is your institution “Taking steps now to harden your networks in preparation for a potential cyber-attack?”

For internal discussion… 
• Where is your institution obtaining threat intelligence?
• Have you identified ‘triggers’ that can indicate that your organization is being probed for weaknesses?
• Have you adjusted your security controls and processes due to the elevated risk in response to the RU/UKR situation?
• Have you reviewed and recently tested your incident response plans in the event of a cyber-attack?



More Cyber Threats...

Sanction-related Phishing

Target US banking executives

Vulnerability exploits
Malware
Data Exfiltration



Presenter Notes
Presentation Notes
On the FS-ISAC Executive Risk Report of 3/18/22 - Sanctions implications for FIs:

The FS-ISAC has seen three “malware wipers“ used against Ukraine.
Members have also reported Zoom and frozen asset themed phishing emails targeting US banking executives. 



2021 had the highest
average cost in 17
years

Data breaches are
expensive!

Data breach costs rose from USD 3.86 million
to USD 4.24 million, the highest average total
cost in the 17-year history of this report.

Source: https://www.ibm.com/security/data-breach R Sym‘t"t ar X Profitstars
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Figure 35. Top data varieties in breaches
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Your Objective is to Ensure:

Data Security
« Confidentiality, Integrity

System Availability
o 24x7 access

Regulatory Compliance
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Presenter Notes
Presentation Notes
Our Philosophy:  We offer services to help address your concerns about today’s complex technology and the security issues and challenges you face due to the ever-changing regulatory compliance landscape. 


How to Gain Total Visibility?

Modern-day security approach

* Integration of
» People
» Applied Threat Intelligence
« SIEM/SOAR/SOC
» Modern Security Technology
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What is Data Loss Prevention (DLP)

“A comprehensive approach (covering people, processes, and systems)
of implementing policies and controls designed specifically to discover,

monitor, and protect confidential data wherever it is stored, used, or in

transit over the network and at the perimeter.” - FFIEC
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Presenter Notes
Presentation Notes
At the center of all data loss prevention solutions is content inspection, which is the system looking at data as it moves on a network, evaluating the type of file that contains pieces of data, and determining if the data is where it should be and if it’s being used for its intended purpose. 


Data Loss Prevention (DLP) in Audits

Support and Delivery - Procedure 12 (FDIC INTREx Program)

Determine the adequacy of security monitoring for the network, critical systems and

applications. Also determine whether sufficient controls are in place to protect against

malware. Consider the following:

[]...

7 Ability to detect and prevent the unauthorized removal of data from the network (e.g.

data loss prevention)

Source: FDIC, Information Technology Risk Examination Program
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Presenter Notes
Presentation Notes
The Support and Delivery section of the FDIC’s InTREx Program, which is the risk-based approach for conducting IT examinations introduced in 2016, includes DLP as follows.
The Fed has issued recommendations in the past for “Unified Strategy for DLP”.


Data Loss Prevention (DLP) in Audits

FFIEC IT Examination Booklets

Information Security - 11.C.9  Network Controls

Tools used to enforce and detect perimeter protection include... data loss prevention
(DLP) systems.

Architecture, Infrastructure & Operations — IV.B  Design Objectives

Management should include the following aspects in its architecture design:

» Security and privacy throughout the entity’s network (e.g., IAM controls and data loss
prevention).

Source: FFIEC, IT Examination Handbook InfoBase »>
jackhenryBanking  Symitar X ProfitStars
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Presenter Notes
Presentation Notes
The FFIEC mentions DLP specifically in two sections. However, the framework for DLP has elements that cover many areas of your Information Security Program.


What is Data Loss Prevention (DLP)

» Objective: Ensure data protection

* |ldentify sensitive information across
ot
Datalloss your organization
Prevention » Prevent the unauthorized transfer of
data outside your organization

Jjack henry Banking Sy,n‘,"tar X ProfitStars
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Presenter Notes
Presentation Notes
At the center of all data loss prevention solutions is content inspection, which is the system looking at data as it moves on a network, evaluating the type of file that contains pieces of data, and determining if the data is where it should be and if it’s being used for its intended purpose. 


Why Data Loss Prevention (DLP)

* Better Visibility

» Enforce Data Classification

Data Loss
Prevention

* Protect Confidential Data

» Regulatory/Legal Compliance

Jjack henry Banking Sy,n‘,"tar X ProfitStars
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Presenter Notes
Presentation Notes
Better Data Visibility - a DLP solution is a great mechanism to get a better insight into how the institution manages and accesses sensitive data. To protect valuable data, FIs must know where it exists, what’s its purpose, and who can use it.
Protect Intellectual Property - Every organization has its secrets, strategically valuable information, or other data that it doesn’t want outsiders or competitors to see. Losing this information can be highly detrimental. A data loss prevention tool can help identify and protect this information from leaking or being abused.
Regulatory Compliance - Governments around the globe are increasingly developing mandatory compliance standards to ensure maximum user data protection and regulate how businesses should secure and handle Personally Identifiable Information (PII). 


Data Loss Prevention (DLP)

Monitors data in motion

Network DLP Implemented at network egress points (web/mail gateway, firewall)

Monitors data at rest

Endpoint DLP « Data stored on workstations, servers, mobile devices
* Implemented as endpoint agents
Cloud DLP » Enforce endpoint DLP on cloud accounts

0365, Google, Azure, AWS

Jack henryBanking Synfﬁ-ar' )X ProfitStars
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Data Loss Prevention (DLP)

« Keep sensitive information from leaving your network
« Data Leak Prevention (DLP) security profile
» Patterns of data leaving the network

Sensitive

/ Data

bLP i

{ ﬁ}
I | ‘ Internet

utm
(Firewall)

e

Internal Network
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Presenter Notes
Presentation Notes
Define authorized use cases – allowed listing or exception listing.

Network DLP uses deep content analysis to detect and prevent potential data leaks. This content analysis uses methods like keyword matches, regular expressions, and internal functions to recognize content that matches a company’s DLP policy. As a result, businesses can identify, monitor, and automatically prevent the theft or exposure of protected data.
First, content inspection is based on rule-based expressions that are detected by data loss prevention software and lead to subsequent actions. A typical example is that of 16-digit credit card numbers. Organizations can create rules that state if you try to email a credit card number (that starts with a 4, 5, or 6), especially with the 3-digit security code and expiration date, the DLP software will block the email from sending or automate encryption.
Next, there is exact file matching. This identifies files in use, in motion, or at rest whose content matches exactly that of an indexed file. This is also called data fingerprinting.
Third, content analysis within DLP solutions uses conceptual / lexicon analysis. This level of analysis uses a compilation of dictionaries or other lists and rules to identify unwanted behavior, such as specific internet searches, or sharing trade secrets with those outside the network.
Finally, content analysis can incorporates sophisticated statistical analysis techniques. Statistical methods use machine learning to protect specific pieces of information. When the machine learns what the data should look like, it constantly looks for anomalous data that doesn’t match the given pattern.


Encrypted Web Browsing (SSL-DPI)

» 85% of web traffic is encrypted

* Encrypted data cannot be inspected
» SSL — DPI (Secure Socket Layer — Deep Packet Inspection)

D Certificate installed
on network devices

Internal Network

Certificate used
for SSL inspection

]

Utm
(Firewall)

Website
Worsdy-
== | certificate

g Website
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Presenter Notes
Presentation Notes
SSL DPI is the ability to inspect encrypted traffic traversing your firewall. Without going into too much technical detail, encryption is managed via certificates. SSL DPI leverages these certificates to unencrypt the data and inspect it for malicious code. Strongly recommend you enable this on your firewalls if you haven’t already.


DLP Best Practices

» Create a Data Inventory — Types, Location, Users
 Establish a Classification system — A common framework

* Perform a Data Assessment — Know what you’re protecting
» Update your Policies — Data Handling, Incident Response

» Centralize the DLP Program — One Size Fits All (or should!)
* Implement in Phases — Prioritize based on risk

« Educate Employees — Data Handling Policies, Incident Reporting

Jjack henry Banking' Sy,ﬁﬁ-ar’ )X ProfitStars
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Presenter Notes
Presentation Notes
McAfee (https://www.mcafee.com/enterprise/en-us/security-awareness/data-protection/dlp-best-practices.html#overview) and others out there (Cybersecurity Insiders - https://www.cybersecurity-insiders.com/7-step-data-loss-prevention-checklist-for-2021; Gartner - https://www.gartner.com/en/articles/build-a-successful-data-loss-prevention-program-in-5-steps)
list the following DLP best practices:
Create a Data Inventory - Data inventory should provide detailed information about your company’s data assets, including the type of data you collect, where it is located, and with whom it is being shared.
Establish Data Classification - Before you can create and execute DLP policies, you need a data classification framework or taxonomy for both unstructured and structured data. Data security categories might include confidential, internal, public, personally identifiable information (PII), financial data, regulated data, intellectual property, and others. DLP products can scan data using a pre-configured taxonomy, which you may later customize, to help identify the key categories of data. While DLP solutions can automate and speed classification, humans select and customize the categories. 
Perform a Data Assessment Before You Start - You can’t establish a firm DLP policy if you don’t know what you’re protecting. You should make a complete inventory and assessment before you move on to any other actions. You can do this independently or hire a vendor to do a full scan of your corporate network.
Establish Data Handling Policies Upfront - During the early stages of policy development, make sure to establish both data handling and incident remediation policies. Know what data categories to single out, how to combat data misuse, and what steps to take if you experience an issue.
The DLP Program Must be Centralized - Many organizations make the mistake of implementing several DLPs across separate departments or enterprise units. While this may seem like a good idea at first glance, it comes with a few significant disadvantages. The most serious one is that the network protection will be inconsistent across each department. In return, this will make the entire network more vulnerable to data loss. The DLP program should always be centralized and overarch all departments.
Educate Employees on the Process - Malicious inside jobs can happen from time to time. But the bulk of all data breaches and losses comes from unintended and uneducated actions. If you educate your employees on the newly-adopted tools and practices, your DLP software will be much more efficient.


Five Steps to a Successful DLP
Implementation Framework

DLP Implementation Framework

& A S

Scope the Design Initial Deploy, Operate
I?rogram Architecture 'c_md Evolve
— 1 2 3 4 5

< oo

. (m]
Start Awareness
and Governance Start to Address

Activities Dependencies

gartner.com

Source: Gartner Ga rtner
© 2022 Gartner, Inc. All rights reserved. PR_1639927 @

Source: https://www.gartner.com/en/articles/build-a-successful-data-
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Presenter Notes
Presentation Notes
https://www.gartner.com/en/articles/build-a-successful-data-loss-prevention-program-in-5-steps; Feb 02, 2022


What to look for in DLP

Overall capabilities Vendor/Service Provider Implementation

« DLP Endpoint * Pricing Flexibility » Ease of Deployment
» DLP Discovery * Understands Your Needs * End User Training

* DLP Network » Technical Support * API Integration

« DLP Advanced Detection * Responsiveness « 3 Party Resources

DLP Management System Peer Reviews

DLP Vendor Integrations

Configuration Flexibility

https://www.gartner.com/reviews/market/enterprise-data-loss-prevention

Jack henryBanking Synfﬁ-ar' )X ProfitStars
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Key Takeaways

* Inventory your data

« Know your risks DATALOSS.M
= PREVENTION=.
i sTores NETWORK METHODS vt | IACCES'S

:INFORMATION‘;:%;:%;EM “S“g*‘“

h'l'Fli'SIﬂh'

 Establish a proper framework for DLP

sg%xﬁ,f;ﬂ;ssna
» Take time to research solutions g g EE
E § 20
g

 Know the limits of DLP — It’s not a silver bullet

« Consider 3 party services to deploy and monitor
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Presenter Notes
Presentation Notes
Make an Assessment Before You Start - You can’t establish a firm DLP policy if you don’t know what you’re protecting. That’s why you should make a complete inventory and assessment before you move on to any other actions. You can do this part independently or hire a professional vendor to do a full scan of your corporate network.
Understand the Limits of DLP - Lastly, remember that DLP has its limitations and that it’s not the sole solution to ensure all-around protection. DLP rules can’t track all types of modern mobile communication. Moreover, it can only examine and understand encrypted data it has initially decrypted. If the data is encrypted by a key that isn’t available to DLP system operators, the information will stay invisible.



Jack Henry - Gladiator® Solutions

IT & Security Services Private Cloud Computing Backup & Recovery Governance Risk & Compliance

Total Protect™ HNS™ Centurion™ GRC™

ANCE

» v

\
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Cybersecurity Resource Center

Resources to
Secure Your
Institution

* Webinars

» Cybersecurity Awareness Campaign
Blogs penned by our SMEs
Cybersecurity Forums

Press Releases

ICBA Preferred Service Provider

* And more...

Secure Your
Institution
ilant al

Tal

Cybersecurity Resources to Help Secure Your Institution and
Protect Account Holders

jackhenry.com/cybersavvy

Jjaclk henry Banking Syrn‘ftar‘ X ProfitStars
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https://discover.jackhenry.com/cyber-security/

Next in our Webinar Series

SIEM Part 3:
How Endpoint Detection and Response (EDR) Can Help Stop Breaches

Tuesday, May 24, 2022
2:00 p.m. CT

Register Now:

https://discover.jackhenry.com/cyber-security/new-webinars

Safer, Smarter
Together.

Jjaclk henry Banking Syrn‘ftar‘ X ProfitStars
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Thank Youl!

Viviana Campanaro — CISSP

vcampanaro@jackhenry.com
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