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Today’s Banking Security Dilemma

Complex Environments ResourcesSophisticated Threats
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Ransomware!

To recover your files, send $750,000 worth of Bitcoins to the 

following Address:

12fjps0932mksJPksd184Mfd01ajsoamf
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Threats need responses…

Thus, ever evolving threats require rapid 
response capabilities.

Source:

https://www.fortinet.com/content/dam/fortinet/assets/white-papers/wp-hidden-costs-endpoint-security.pdf

According to a recent Fortinet whitepaper:

“Prevention can never be 100% effective—

advanced threats will always evade 

prevention-based security. When they do, 

threats are far harder to detect.”



Data Security

• Confidentiality, Integrity

System Availability 

• 24x7 access

Regulatory Compliance

Your Objective is to Ensure:



How to Gain Total Visibility? 

Modern-day security approach

• Integration of

• People

• Applied Threat Intelligence

• SIEM/SOAR/SOC  

• Modern Security Technology



What is Endpoint Detection and Response (EDR?)

Solutions that 

• record and store endpoint-system-level behaviors, 

• use various data analytics techniques to detect suspicious system 
behavior, 

• integrate with Threat Intelligence,

• block malicious activity, 

• provide remediation suggestions or capabilities, and

• ultimately lead to faster restoration of affected systems.

https://www.gartner.com/reviews/market/endpoint-detection-and-response-solutions



What is Endpoint Detection and Response (EDR?)

EDR solutions must provide four primary capabilities: 

• Detect security incidents 

• Contain the incident at the endpoint 

• Investigate security incidents 

• Provide remediation guidance

https://www.gartner.com/reviews/market/endpoint-detection-and-response-solutions



Endpo in t  De tec t ion  and  Response  f rom FFIEC

Procedure 12 

Determine the adequacy of security monitoring for the network, critical systems and 

applications.  Also determine whether sufficient controls are in place to protect against 

malware. Consider the following: 

…

Ability to detect and respond to anomalous activity

…

Source: FDIC



Source: https://www.techtarget.com/searchsecurity/definition/endpoint-detection-and-response-EDR

Challenges of and approaches to securing endpoints



Actionable Incidents

Millions of Events a Day



Endpoint Detection and Response

• Rapid notification of endpoint compromise

• Visibility into all your endpoints

• Threat intelligence correlation

• Machine learning detection

✓ Symantec

✓ McAfee

✓ Trend Micro

✓ Microsoft

✓ CrowdStrike

✓ CarbonBlack

✓ Cybereason



Protecting Your Institution’s Assets

Cloud 

Computing

• Data Security

• 24x7 System Availability

• Regulatory Compliance

Core 

Private 

Cloud 

External 

systems

Internal 

systems
Infrastructure Endpoints People



Backup & Recovery

Centurion™
Governance Risk & Compliance

GRC™

Private Cloud Computing

HNS™
IT & Security Services

Total Protect™

Jack Henry - Gladiator® Solutions



• SIEM Monitoring, Alerting & Reporting

• Firewall Management & Monitoring

• Sandboxing / Early Breach Detection

• DNS Advanced Malware Protection

• Data Loss Prevention (DLP)

• Enterprise Vulnerability Scanning

• OS and Application Patching

• Endpoint Security Management

• Data Backup & Recovery

Gladiator™ Total Protect Suite



Resource Center for FI’s
jackhenry.com/cybersavvy

• Blogs

• Whitepapers

• Webinars

• Published articles

• Cybersecurity Forums

• MITRE ATT&CK:  https://attack.mitre.org

https://attack.mitre.org/


MITRE ATT&CK Tool



MITRE ATT&CK Tool
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Thank You!
Scott Dale

scdale@jackhenry.com
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